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I RESEARCHé
ÁEntrepreneursCriminals

ÁEnticementsExploits

ÁCustomersVictims

ÁInnovative software solutionsMalicious software
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F-SECURE LABS
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Responsibilities

(1) Research and Response services

ÅTriage and analysis together with Customer Care
ÅThreat intelligence, detections and removals
ÅDatabase release quality assurance

(2) Protection technologies

ÅResponding to emerging threats (0.5-2 year focus)
ÅResearch and develop protection technology

(3) Lab automation

ÅProviding backend tools and systems for response services
Å24/7/365 ðhigh uptime requirements



Multiple Different 
Protection Services

Malware & Botnets

Exploits

Potentially Unwanted Software

Spam

Malicious and Phishing Websites

Parental Control

Privacy



450,000
Number of samples per day
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300,000
Number of URLs per day
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35,000
Number of Android samples per day
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6,000,000,000
Online reputation queries per day
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10
Number of active exploit kits

Finally, a small number.

Most PCs are infected via óexploit kitsó. These kits are malicious web services that infect visitors by abusing 
vulnerable Java, Flash, PDF plugins, and browsers. F-Secure Labs researchers keep a close eye on these 

crimewarekits and make sure protection technologies such as F-Secure DeepGuardprotect our customers 
from them.
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OUR WORK HAS 
CHANGED 

SIGNIFICANTLY OVER 
THE YEARS.
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